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Summary
Introduction

These digital CCTV evidence guidelines have been prepared by NZ Police and ESR Forensic at the request of the Solicitor-General and in consultation with other government departments involved with using CCTV evidence. 
Purpose of the guidelines 

The guidelines:

· are intended as a good practice guide to assist law enforcement staff and forensic investigators from a number of government departments produce valid and reliable digital CCTV evidence that assists the court in reaching a finding or determination regarding that evidence 

· focus on the process of handling digital CCTV evidence to ensure integrity and reliability 

· should inform organisational procedures and manuals that detail the specific instructions for the collection, storage, transmission and presentation of CCTV data. 
The guidelines should be read in conjunction with the Australasian Guidelines for Digital Imaging Processes 2012, appropriate legal requirements, and where relevant, specific ISO 17025 requirements relating to electronic data management.  

What these guidelines are NOT

These guidelines do not:

· cover the decision making process informing the quantity or extent of the CCTV data to be retrieved. The quantity or duration of the CCTV content to be retrieved should be decided on a case by case basis having regard to the nature and seriousness of the investigation or enquiry the CCTV evidence relates to   

· cover the technical aspects of collecting, processing or analysing digital CCTV evidence or provide a technical ‘how to’ 

· provide an exhaustive list of processing or analysis techniques but merely refer to those as parts of a linear process. (Any processing or analysis should be aligned to ISO17025 and be in accordance with agency Standard Operating Procedures – (SOPs))
· replace the requirement for documented organisational procedures and methods relating to the storage, handling, analysis and presentation of CCTV data.

Good practice

Due to the sheer volume of digital CCTV evidence, a pragmatic approach needs to be taken due to the time consuming nature of retrieving, transmitting, viewing and using digital CCTV evidence.  

Some cognisance must be given to the seriousness of the offence under investigation when considering the range of options available and the various compliance issues in relation to good practice listed within these guidelines.

Predominantly the word “should” is used in the guidelines to indicate “good” or desirable practice. However, where “must” has been used, it is imperative that particular aspect of the guidelines is adhered to. 

Due to the electronic or digital nature of CCTV evidence there are various pitfalls that may be encountered if good practice has not been followed, and while it may not necessarily lead to the exclusion of the evidence, it may lessen the value of it or the value of the subsequent output from any analysis. These pitfalls can easily be avoided if the fundamental principles of good evidence handling techniques are followed.

One of the inherent challenges with the handling of digital CCTV evidence is the pragmatic approach required when overcoming some of the technical issues facing law enforcement or forensic practitioners when retrieving, storing, transmitting, processing and presenting digital CCTV evidence. It is simply not always possible to meet the standards of a ‘best practice’ guideline using the word “must”.

Other reading

There are numerous guidelines available for various aspects of retrieving and processing digital CCTV evidence and digital evidence generally. They range from minor practice notes to comprehensive and high level technical documents spanning a range of disciplines connected to digital CCTV evidence. 

For a more comprehensive understanding of digital CCTV evidence collection and handling, these guidelines should be read in conjunction with the following documents:

· ANZPAA, 2012, Australia and New Zealand Police Recommendations for CCTV Systems

· ANZPAA, 2012, Australasian Guidelines for Digital Imaging Processes

· Home Office Scientific Development Branch, 2005, Scan Converters & Retrieving Digital CCTV Images

· Home Office Scientific Development Branch, 2007, Video Processing & Analysis

· Home Office Scientific Development Branch, 2008, Retrieval of Video Evidence & Production of Working Copies from Digital CCTV Systems v2.0

· ISO/IEC 17025

· LEVA Guidelines for the Best Practice in the Forensic Analysis of Video Evidence

· LEVA Best Practices for the Acquisition of Digital Multimedia Evidence

· National Policing Improvement Agency, 2007, Police Use of Digital Images

· SMANZFL, 2006, Recommended Practice for Forensic Processing – Management of Recordings

· SWGIT Best Practices for Forensic Video Analysis

· SWGIT Best Practices for Forensic Image Analysis

· SWGIT 2007 Best Practices for Maintaining the Integrity of Digital Images & Digital eo 

· SWGIT Best Practices for the Analysis of Digital Video Recorders (Draft version 1.0 2012)

· SWGIT Digital Imaging Technology Issues for the Courts

Data integrity and authenticity
Data integrity

Before digital CCTV evidence can be used evidentially, the integrity and authenticity of the evidence must be demonstrated. 
The integrity of any CCTV data is dependent on a number of factors, including whether:

· the CCTV system is capable of outputting information that is fit for the intended evidential purpose

· a chain of custody record is initiated at the time it is collected as evidence

· there are collection, storage and transmission protocols that protect the evidence from any alteration or loss that impact on evidential reliability

· evidence is handled by suitable personnel using appropriate methods and equipment

· procedures are completed by trained personnel where appropriate

· the limitations of any processes applied to the data are known

· the uncertainty of any measurement or conclusions drawn from the data is identified and presented with the findings.

Data authentication

Digital CCTV evidence that has integrity can be authenticated. Digital CCTV evidence without integrity cannot be authenticated. 

An individual who:

· is familiar with the:

· location where the CCTV system was installed  

· specifications of the system where the digital CCTV evidence was initially recorded

· retrieved the digital CCTV evidence from the CCTV system  

· was involved in the receipt, transmission, processing or analysis of the digital CCTV evidence

may be able to provide information to authenticate digital CCTV evidence.  

Retrieval

Definition

Retrieval is the acquisition of digital CCTV evidence from a DVR system, either directly or indirectly from a third party.

General principles

· Where practical, digital CCTV evidence should be obtained in its native format including:

· file type
· frame rate
· resolution (pixel dimensions and aspect ratio)

· Data stored on the CCTV system is the primary data
· Data initially retrieved from a digital CCTV system is the original data (or master copy)
· Original data should be a copy made directly from the primary data as soon as practicable 

· Original digital CCTV evidence should be stored securely 

· Where a person of interest may have had access to the digital CCTV evidence or recording system, consider a full forensic acquisition on site, or seizing the device under warrant to allow a full forensic acquisition at a later date. 

Guidelines

When retrieving digital CCTV evidence: 

· A documented chain of custody must be maintained for all digital CCTV evidence, as per agency policy
· Details relating to the retrieval should be recorded including: 

· the time, date and location of data retrieval

· the name (or other suitable identifier) of the operator producing the original saved record
· Details of the recording device should be recorded, including:

· make and model 
· any time errors (system displayed time versus actual current time).  

Other information to record may also include:

· serial number of the DVR device
· software name and version numbers
· number of cameras connected versus number being recorded
· a diagram and/ or photographs:

· of the layout and location of all cameras recording to the storage device

· identifying the cameras responsible for the retrieved CCTV data
· identification and recording of output file format options and recording of the option chosen (if applicable). (Output options - i.e. optical drive, USB, Flash media or network)
· any usernames and passwords required to gain access to the digital CCTV evidence
· for remote access systems, network information, such as IP addresses should be considered
· data overwrite. The current recording may need to be stopped to prevent overwriting of the relevant digital CCTV evidence before it has been recovered from the CCTV system
· relevant players / viewing software may also need to be copied from the system.
Visual verification

Verify that digital CCTV evidence captured as the original record is playable and a fair representation of what was on the CCTV system.  

If there is any visible loss in quality from what was viewed on the system, it is likely that a compressed format has been obtained and it may be necessary to obtain the higher quality digital CCTV evidence. 

Where practical, the native format should be obtained. However, other versions may also be exported from the DVR or CCTV system and may be suitable for use depending on the intended use of the data or the type of analysis required. 

Storage of original copies

The original copy of the digital CCTV evidence must be made:

· at the first opportunity
· before any further processing or analysis is undertaken.
The original copy:

· must be stored securely with write protection. For example WORM media or an appropriately protected and backed-up mass storage system
· should be stored as per the Australasian Guidelines for Digital Imaging Processes 2012. 
Verified working copies must be made from the master copy before any processing / transmission.

Transmission

Definition
Transmission is the transfer of the digital CCTV evidence from one source or location to another, or from one media type to another. It includes copying of the digital CCTV evidence.

General principles

· A ‘like for like’ binary copy should be made when copying or duplicating either an original file or creating a working copy for transmission.
· Where a digital CCTV evidence file type is changed to enable more efficient transmission, a clear record should be kept recording:

· that transcoding has occurred

· what file types have been used.
Notes of the transcoding must be passed to any person in receipt of the transcoded copy so they are aware: 

· of the processing that has occurred, and 

· that an alternate file type may be available.

Guidelines

· A documented chain of custody must be maintained for all digital CCTV evidence, as per agency policy.  

· Original copies should be securely stored by the originating agency and verified working copies created for any subsequent transmission, processing or analysis.

· Consider use of a hash verification when saving or transmitting files to ensure file integrity.

· Where digital CCTV evidence is sent electronically, records should be kept as to this process and may be followed by files sent on a physical medium to validate the electronic version.

Processing

Definition

Processing is any process applied to the digital CCTV evidence where the result is primarily visual in nature and does not require further interpretation or reporting. (See the 5th guideline below for suitable processes.)

General principles
· All processes undertaken must be valid, reliable and repeatable. 

· Acceptable processes will vary depending on the content of the digital CCTV evidence. 

· Records should be kept detailing processes undertaken.
Guidelines
· Write protection of the original copy of the digital CCTV evidence must be considered before making a working copy:  

· WORM media (CD, DVD) is suitable for an original copy 

· secure server storage, where access and write privileges are enabled to prevent modification of the original copy, is also suitable for storage 

· write blockers should be considered where digital CCTV evidence is stored on USB or Flash based media.

· All processing should be completed on a working copy. The original copy should: 
· remain secure and unedited
· not be modified (copying / opening file can modify it in some instances).  

· Notes of all processes and/or process settings should be recorded to ensure the process is repeatable.

· It is good practice to work from the native files or files of the highest resolution. If lower resolution files are used, it should be clearly stated at the beginning of any output (video or any report), that higher resolution digital CCTV evidence is available. 

· Suitable processes to carry out on digital CCTV evidence may include, but are not limited to:

· transcoding (compression, format conversion)
· brightness/contrast/gamma etc 

· cropping / resizing 

· speed adjustments
· sharpening / de-blurring
· video stabilisation
· frame averaging.

Analysis

Definition

Analysis is any process that requires an interpretation of the content of the digital CCTV evidence where comparisons are made and/ or conclusions given. See guidelines below for some processes.

General principles
· All processes must be valid, reliable and repeatable.   

· Acceptable processes will vary depending on the digital CCTV evidence and the nature of the analysis.  

· Records must be kept detailing all processes undertaken, and observations and interpretations as a result of the processing.
Guidelines
· Any analysis must be carried out on a working copy. The working copy should be in the native file format or at the maximum resolution available.
· Any processing or analysis techniques used must be valid.
· Any processing or analysis must be undertaken in a reliable manner.
· Case notes must be recorded to ensure any processing or analysis is repeatable.
· Practitioners should be working in accordance with principles of ISO 17025.
· Processes that fit this “analysis” may include but are not limited to: 
· photogrammetry
· facial mapping
· stereoscopy
· speed calculations
· other edge or feature identification or comparison techniques.
(This list does not confirm these processes as valid analysis techniques but rather lists them as some techniques beyond ‘simple processing’ that deliver a basic visual enhancement).
· Before these or any other techniques are used the practitioner must ensure that each technique meets the testing requirements or ISO 17025).

· The limitations or uncertainty of any analysis and the subsequent opinions and conclusions drawn from it must be known and disclosed.
Output

Definition

Output is the final presentation medium for the digital CCTV evidence and will be dependent upon what best illustrates the content, quality and events depicted in original digital CCTV evidence.

General principles

· Final output format should preserve the content and aspect ratios of the original digital CCTV evidence.
· Where basic processing has occurred, the final output should appear visually the same or similar to the original digital CCTV evidence.
· Where advanced analysis has occurred, comprehensive written reports should support the final output.

Guidelines

When digital CCTV evidence is played on device A and viewed on device B (or in some cases devices C and D) awareness must be given that playback devices or viewing devices can alter or change aspect ratios, image quality and colour fidelity "on the fly".
· Before an output is provided, it should be checked for completeness, accuracy and that it is fit for purpose. Technical review of the output and the accompanying records of examination / processing by a second competent analyst is one way of verifying the quality of the output.
· A written report should accompany the CCTV output when processing or analysis has been conducted. The report should state the qualifications and experience of the CCTV analyst. It should also contain information detailing the types of techniques applied to the data and where relevant, the limitations or uncertainty relating to any opinions and conclusions drawn from the processed data. 

Definitions 

	Term 
	Meaning 

	Acquisition
	The retrieval of digital CCTV evidence from a DVR system or third party.

	Analysis
	Advanced processing techniques requiring written rather than visual interpretation.

	Aspect ratio
	The x y aspect ratio of either the pixels or the spatial resolution of digital CCTV evidence.

	Authenticity
	The validation by a witness regarding the recording time and location or content of digital CCTV evidence and the chain of custody of that digital CCTV evidence.

	Best practice
	The recognised best way to perform a certain task or process. This implies the preclusion of any lesser techniques or processes.

	CCTV
	Closed Circuit Television

	Chain of custody


	A record documenting the location, ownership, access and storage of an item of evidence.  

	Compression
	The processing of a digital CCTV evidence data file to enable more efficient storage, transmission or editing. Compression can be lossy or lossless and may introduce artefacting depending on compression format and settings.

	Digital CCTV Evidence
	Video evidence recorded from a DVR system.

	DVR system
	Digital Video Recording System

	ECL
	NZ Police Electronic Crime Laboratory

	File type
	The type of digital CCTV evidence file, usually denoted by a 3 letter suffix in the file name, i.e. .avi, .mpg 

	Forensic acquisition
	The retrieval of digital CCTV evidence from a DVR system whereby it is undertaken by computer forensic experts and the HDD is either seized or cloned and analysed at a HDD level rather than file level.

	Frame rate
	The frame frequency that digital CCTV evidence is recorded at.

	Good practice
	A recognised method to perform a certain task or process. This implies the method is one of a number that are similar and will obtain similar and acceptable results

	Hash verification
	A verification technique generating a unique alpha numeric code that can be used to verify file integrity and whether or not it has been altered from its original state.

	HDD
	Hard Disk Drive

	Integrity
	The validation of the chain of custody relating to digital CCTV evidence.

Note: Integrity is more than chain of custody. It should also include the reliability of the handling, processing, and storage - not just who had it and when. (See also Data integrity and authenticity in these guidelines).

	'like-for-like'
	A direct bit-for-bit binary copy that is digitally identical to the original data.

	Original copy
	The first copy, which is a like for like copy of the primary digital CCTV recording.

	Native format
	The originally recorded digital CCTV evidence in a raw, proprietary, or first recorded format. Working copies should still be in the native format, but would no longer be considered a primary or original.

	Primary copy
	The first instance in which digital CCTV evidence is recorded.

	Processing
	Basic adjustments to a file that deliver visually interpretative results, i.e. brightness/contrast, colour correction.

	Raw
	The originally recorded digital CCTV evidence in a raw, proprietary, or first recorded format.

	Reliable
	A process conducted in accordance with scientifically proven techniques, manufacturer’s equipment operating guidelines or widely accepted techniques.

	Repeatable
	A process where a similarly trained or qualified person would achieve similar or the same results in the similar or same circumstances.

	Resolution
	The pixel dimensions calculated on an x y axis, per inch, i.e. 720 x 576, 300ppi. 

	SOP's
	Standard Operating Procedures

	Spatial resolution
	The amount of digital information within a given image area. It can refer to the density of pixels in an image, or the number of pixel values per unit length a device can achieve.

	Transcoding
	The converting of video file from one file format to another, from one compression to another or re-compressing to the same format but with different settings.

	Valid
	A scientifically proven or widely accepted technique.

	Verification
	A software system process that verifies a binary 'like for like' copy has occurred.

	Working copy
	A secondary copy of data that becomes a working file that can have processing adjustments made to it.

	WORM
	Write Once Read Many storage medium that can be written to once but read many times, i.e. finalised DVD/CD's.

	Write protection
	A digital file that has write protection enabled so that file cannot be altered and resaved.
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